
 

  

ComAp a.s., U Uranie 1612/14a, 170 00 Prague 7, Czech Republic 

Registered in the Commercial register maintained by the Municipal Court in Prague, Section B, file 18788 

www.comap-control.com 
TLP:GREEN (Confidential) 

Note: ComAp cloud API v 1.1 are using the ComAp Cloud Identity and OAuth2 protocol for 

authentication. 

Please see. https://oauth.net/2/ for Oauth2 protocol documentation. 

This Guide describes how to use APIS on developer portal. You can use API by your own apps 

too in machine to machine mode of course.  

 

How to refresh expired secret. 

Your application is registered and secret is expired. You obtain HTTP status 401 on the  

“Authenticate” API endpoint. And 

“ {"error":"invalid_client","error_description":"AADSTS7000222: The provided client secret keys 

for app "< ---clientID of your registered app--- >",are expired. Visit the Azure portal to create new 

keys for your app: https://aka.ms/NewClientSecret, or consider using certificate credentials for 

added security: https://aka.ms/certCreds. Trace ID: XXXXXXX-XXXX-XXXX-XXXX-

XXXXXXXXXXX Correlation ID: XXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX Timestamp: 

":"YYYY-MM-DD HH:MM:SSZ ","error_codes":[7000222],"timestamp":"YYYY-MM-DD 

HH:MM:SSZ","trace_id":" XXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX ","correlation_id":" 

XXXXXXX-XXXX-XXXX-XXXX-

XXXXXXXXXXX","error_uri":https://login.microsoftonline.com/error?code=7000222}”  

in the body. 

 

Step 1 

• Go to https://portal.websupervisor.net page. 

Step 2 

• Sign up for a ComAp Cloud Identity (CCI). 

 

 

 

 

 

 

 

https://oauth.net/2/
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2FNewClientSecret&data=05%7C02%7Cleos.karasek%40comap-control.com%7C414059df1dac4fa7330e08de8f1ea770%7C95514a8c2a7049a6a2e1e009cf1ac4a7%7C0%7C0%7C639105559007985545%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=ohBAOvcaoGCQ1uQF9EliLpCkO%2BM6xVa1WcoC2CQjM4E%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Faka.ms%2FcertCreds&data=05%7C02%7Cleos.karasek%40comap-control.com%7C414059df1dac4fa7330e08de8f1ea770%7C95514a8c2a7049a6a2e1e009cf1ac4a7%7C0%7C0%7C639105559008026527%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=3OEC5XwugyYPXoQTD%2BvpUPpRwb1EkMLA8GcwCsCZsTI%3D&reserved=0
https://eur02.safelinks.protection.outlook.com/?url=https%3A%2F%2Flogin.microsoftonline.com%2Ferror%3Fcode%3D7000222&data=05%7C02%7Cleos.karasek%40comap-control.com%7C414059df1dac4fa7330e08de8f1ea770%7C95514a8c2a7049a6a2e1e009cf1ac4a7%7C0%7C0%7C639105559008053853%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=W8HqTwml%2B74dAws9Hn7FNaATuv6hxN3O2h67AqeeDvw%3D&reserved=0
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Step 3 

• Navigate to the API section 

• Then to ComAp Cloud Identity API  

•  
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Step 4  

• Check secrets under account 

  

• Navigate to the “Get application for sign-in user” GET method and use “Try it” button 

 

 

• “Authorization flow:” choose “Implicit” value. In the pop up please fill your ComAp Cloud Identity 
e-mail and login if you are prompted 

• Authorization value are filled automatically 

• Then click to “Sent” 

• You obtain “200” HTTP status code, you application was created. 

• In the response you are able to see clientID of registered apps and secrets attributes. Keep the 
response saved for next steps. 
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• Just two secrets per application is allowed, so if have two you must delete min one. 

• If you have just one secret you can jump to the step 6. 

 

Step 5  

• Delete old secrets 

• Navigate to the “Delete application secret” POST method and use “Try it” button 

 

• “Authorization flow:” choose “Implicit” value. In the pop up please fill your ComAp Cloud Identity 
e-mail and login if you are prompted 

• Authorization value are filled automatically 

• Fulfill the JSON  in the Request body section: 

{ 

     "clientId": "< ---clientID from previous step--- >", 

     "secret": { 

         "secretId": "< ---keyID from previous step--- >"," 

} 

• Then click on „Sent“ button 

• You obtain HTTP response 204 „No Content“ – it means that the secret was deleted. 
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Step 6 

 

• Create new secret 

• Navigate to “Create application secret” POST method, and click on “Try it” button 

• If you are logged in your Comap-Key Value are prefilled 

• “ComAp Cloud Identity” value choose “Implicit” value. In the pop up please fill your ComAp Cloud 
Identity e-mail and log in if you are prompted 

• Authorization value are filled automatically 

• Fulfill the JSON  in the Request body section: 

{ 

  "clientId": < ---clientID from step 4.--- >", 

  "secret": { 

    "displayName": "< ---your name of secret ---  >", 

    "duration": "2y" 

  } 

 

 

•  Then click on „Sent“ button 
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• In the API response you obtain your secret. Maximum secret age period is 2 years 

• Keep “secret” value for later usage. 

Step 7 

• Using the new secret 

• Just replace old secret by one in your application.  

• Then you will be able to generate tokens as usual. 

 

 

 

 

 


